
PROPOSER INFORMATION PAMPHLET

(PIP)

FOR THE

Information Assurance for the US Intelligence Community

For the US Intelligence Community

Broad Agency Announcement (BAA)

BAA 03-03-FH
Department of Defense

National Security Agency

Advanced Research and Development Agency

Fort Meade, MD
16 March 2003

BAA 03-03-FH

INFORMATION ASSURANCE FOR THE US INTELLIGENCE COMMUNITY

BROAD AGENCY ANNOUNCEMENT (BAA)

PROPOSER INFORMATION PAMPHLET (PIP)

GENERAL

The information provided in this pamphlet, in addition to that provided in the Federal Business Opportunities (FedBizOps) Announcement, BAA 03-03-FH, constitutes a Broad Agency Announcement (BAA) as contemplated in FAR 6.102 (d) (2) (i).

All administrative correspondence and questions concerning this BAA must be directed, in writing, to the administrative addresses, as follows:

Contracting Officers Representative: Mr Lawrence H. Carter




Department of the Interior




National Business Center




Acquisition Services Division, Southwest Branch




PO Box 12924




ATTN:  BAA 03-03-FH (L. Carter)




Fort Huachuca, Arizona  85670-2924




Voice:  520-533-1213




Fax:  520-533-1600




Email:  Lawrence_H_Carter@nbc.gov
Contracting Officer: Ms Gloria Golden




Department of the Interior




National Business Center




Acquisition Services Division, Southwest Branch




PO Box 12924




ATTN:  BAA 03-03-FH (G. Golden)




Fort Huachuca, Arizona  85670-2924




Voice:  520-538-0418




Fax:  520-533-1600




Email:  Gloria_M_Golden@nbc.gov
Internet Web Site:
http://www.nbc.gov/infoassurance.cfm.  

The Department of the Interior, National Business Center, Acquisition Services Division, Southwest Branch, Fort Huachuca intends to use electronic mail for most technical and administrative correspondence regarding this BAA.  Technical and contractual questions should include the originator’s full name and return e-mail address in the text.  Questions and answers will be posted to the solicitation home page, URL http://www.nbc.gov/infoassurance.cfm.  
Written requests for information concerning this BAA may be sent by, as follows:

By facsimile:

520-533-1600, addressed to ATTN: BAA 03-03-FH  INFORMATION  (L. Carter)

By Email:


Email:  Lawrence_H_Carter@nbc.gov
By surface mail (USPS):

Department of the Interior


National Business Center


Acquisition Services Division, Southwest Branch


PO Box 12924


ATTN:  BAA 03-03-FH (BAA INFORMATION, L. Carter)


Fort Huachuca, Arizona 85670-2924

By overnight delivery service:

Department of the Interior


National Business Center


Acquisition Services Division, Southwest Branch


Building 22208, Auger Avenue


ATTN:  BAA 03-03-FH (BAA INFORMATION, L. Carter)


Fort Huachuca, Arizona 85613-6000


520-533-1213

If e-mail is not available, please direct questions to one of the above addresses.  These requests must include the name, address, phone number, and email address of a point of contact at the asking organization.

BACKGROUND

The U.S. Intelligence Community (IC) is a large and complex structure of many different Federal organizations.  The essential role of the IC is to provide timely, relevant information to U.S. policymakers, decision makers, and warfighters.  Accomplishing this mission involves tasking, collecting, processing, analyzing, and disseminating intelligence to a variety of customers.  It requires a specialized information assurance and a unique security environment that must work behind the scenes and often in highly-charged international situations where intelligence information has the potential to remain highly sensitive for many years.  In this environment, the stakes are high and confidentiality, integrity, and availability of IC information is extremely critical.  For example, due to inadequate security, entire generations of collection or cryptanalytical systems may be compromised, thus reducing intelligence capabilities and wasting large amounts of investments.  Further, leaks of information may have international political ramifications and cause lives to be in danger.  The risk of compromise will increase as the IC continues to use commercial technologies and share its information electronically among intelligence officers, across agencies and with ad hoc coalition partners.  The IC has always been responsible for ensuring that its information is secure.  In the non-cyber arena, the IC developed robust systems and procedures to defend its data, sources, and methods.  The IC’s cyber environment demands a similar risk management approach.

Relying solely on the commercial sector to satisfy IC information assurance requirements is unacceptable to the IC.  Relying on COTS for certain security-critical components within the IC information infrastructure incurs even greater risk when these components are developed outside the purview of IC or IC-sponsored organization, where the trustworthiness of developers and development processes cannot be determined to any acceptable degree.

OBJECTIVES

ARDA seeks proposals for innovative, demonstrable proof-of-concept solutions to advance the state-of-the-art in information assurance for the IC’s information infrastructure.  Efforts leveraging existing technologies as a means of achieving research goals are acceptable, but efforts largely engineering in nature or representing only incremental improvements to existing capabilities will not be funded.  ARDA is seeking leap-ahead  technical solutions.

Technologies sought under this solicitation must be highly resistant to subversion or circumvention by a sophisticated adversary.  Respondents must demonstrate confidence in the effectiveness of their solution to resist attack through assurance arguments that address techniques, processes, methodologies, etc.
The following basic desirable features for IC information assurance must be incorporated into any proposed solution:

· Ease of Use:  User interfaces should be easy to use and be free of internal complexities.  Complexity in the user interface fosters disuse and/or potential security breaching work-arounds.

· Operational Transparency:  Solutions should minimize the visibility of protection and tracking mechanisms, thereby complicating user formulation of breaching strategies.

· Portability:  Wherever possible, solutions should be effective across a broad spectrum of platforms and technologies within the IC information infrastructure.

· Dynamic Accommodation:  Solutions should be capable of dynamically accommodating a potentially fast-changing security environment, including changes to threat conditions, mission imperatives, and personnel status.

Any resultant contract will require the contractor to attend joint, quarterly ARDA IA Thrust Manager Reviews. For planning purposes, the location of these Review meetings shall alternate between the East and West coast. During the Reviews the contractor shall describe the status and accomplishments, and issues associated with the project.
SCOPE

Period of Performance:  Phase 1 shall be a base period of 18 months after contract award and will be incrementally funded in FY2003 and FY2004.  Phase 2 shall be a period of 12 months and be exercised as an option in FY2005.  It is anticipated any subsequent rounds of this BAA will also have a similar Phase 1 and 2 approach, i.e., 18 month base effort followed by a 12 month option period.

Total Program Funding:  Funding for the base efforts (Phase 1 – FY03/04) is anticipated to be $11,000,000.  Funding for the option efforts (Phase 2 – FY05) is anticipated to be $5,000,000.  Multiple individual awards are anticipated. 

Individual Awards:  Phase 1 (FY03/04) awards are expected to be in the range of $750,000 with possible option year awards bringing the total award to be in excess of $1,000,000.  The amount of the award will vary according to the type of effort undertaken.

The BAA will remain open for 3 years after the publication date.  The first round deadline for submission of proposals is 8 Jun 2003.

RESEARCH AREAS

This BAA specifically focuses on four research areas:  (1) Countering the Insider Threat; (2) Attack Attribution; (3) High Assurance for IC Information Infrastructure; and (4) New Defensive Concepts.

Proposals outside these areas will be considered but must address the basic desirable features for IC information assurance as articulated in the Objectives section of this PIP. 
 The following are descriptions of the four information assurance areas listed in the BAA and corresponding capabilities desired within each area..    Each information assurance area is divided into a description of general research interests and specific research subtopics.
(1)  Countering Malicious Insider Threats: 
General Research Interests:
A malicious insider is someone who is a valid user on a system but decides for whatever reason to perform unauthorized malicious acts, e.g., modify data, destroy data, exfiltrate data.  For this research, the insider threat is limited to threats posed to assets with IC automated information systems (computer systems and their networks).

An IC insider can quickly access, download, copy, damage, or remove large amounts of information from IC information systems.  The malicious abuse of these insider privileges is a major concern of the IC.  Consequently, technologies are needed to better understand, prevent, detect, and react to these and other types of malicious IC insider activities.  
Specific Research Subtopics:
Prevention

· Characterization of malicious insider activities to include determining typical goals, assessing their tolerance for risks in being caught, and based on real world case studies documenting the methods they have or could use

· Tools to assist IC System Administrators and security personnel to quickly assess potential risk for misuse of insider authorized privileges

· Techniques to predict harmful outcomes from seemingly normal insider activities, i.e., raise the level of suspicion before harm is caused

· Techniques to derive insider threat profiling, i.e., taking into account an attacker’s motives, intentions, capabilities, and behavioral patterns.

Advanced Detection Techniques

· Technologies that help distinguish between normal and abnormal user behavior to include development of a comprehensive list of system and user behavior attributes that can be monitored to establish normal and abnormal patterns of insider activities

· Tools to predict harmful outcomes from seemly normal insider activities

· Cyber-deception that goes beyond known techniques such as lures, decoy networks, honeypots, etc., as a way to discover malicious insider activity

· Development and evaluation of methods and technologies for providing early warning of malicious insider activity (i.e., tools to raise the suspicion before harm is done by a malicious insider)

Insider Threat Response Techniques

· Tools to track an insider’s activities carefully, thoroughly, and inconspicuously, as a reaction to indicators of suspicious insider activity

· Tools and techniques providing traceback and attribution of malicious activity to include unauthorized access, copying of data, exfiltration of data, or otherwise disclosure of sensitive information by an insider

· When warning signs of IC insider misuse are unclear or ambiguous, tools are needed to monitor and insider’s activities surreptitiously for an extended period.

Effectiveness Metrics and Reference Data Sets

· Metrics.  The aim of this research is to identify and validate quantitative metrics to measure the effectiveness of countermeasures for the insider threat problem.  These metrics will be used by other research initiatives to assess the strengths and weaknesses of technologies and approaches.  ARDA initially plans to apply these generic effectiveness metrics to an assessment of Self Protecting Data technologies, but then will apply the metrics to other malicious insider threat countermeasures.

· Reference Data Sets.  The aim of this research is to create simulated data sets representing real-world IC information infrastructure traffic and that can be used to support effectiveness metrics (see Metrics, above) developed by others.  Knowledge of the metrics will be an important aspect of this research and the details of how this knowledge will be derived will be an important element of this research.  The data sets must be sufficiently robust to test for a variety of important attributes.  Attributes such as assurance of the mechanism, false positive rates, false negative rates, and coverage of the malicious insider threat problem space are some, but not all, of the metrics that should be included.  The data sets should also be able to cover a wide spectrum of environments and modes of operation.  The data sets must also be in a form that is directly and easily useable by the Government to independently assess countermeasures for the insider threat problems and by the technology developers to self-assess and guide their designs.  ARDA plans to initially use the data sets to assess Self Protecting Data technologies, but will then use the data sets to assess other malicious insider threat countermeasures.

(2)  Attack Attribution:  

It is easier for attackers to obscure their identity than for defenders to discover their identity.  Consequently, there is a pressing need to develop a capability for determining the person(s) responsible for an attack.  The aim of this research is to develop technologies that can rapidly and legally attribute an attack to the logical/physical source and do so across multiple disparate network technologies and infrastructures.  This capability must work through multiple Internet hops, across different jurisdictions and with non-cooperative service providers.  This capability must also provide enough confidence in the result to allow decisive actions, i.e., conventional attacks, diplomatic, etc.

General Research Interests

By attack attribution we mean the ability to determine the true source of attack including logical/physical origins, paths taken by the attacker, the computers used and the persons or organizations involved.  Attack attribution is a key problem for the IC.  Without it, response and reaction, both cyber and kinetic, are difficult under the best of conditions.  If an attack attribution capability existed, it would deter casual hackers since they would incur and unacceptable risk of being prosecuted.  This suppression of “noise” would make it easier to detect more sophisticated attacks because there will be less background noise to hide in.  Further, even imperfect attribution raises the risk level for an attacker and could elevate the risk to a level that they may not be willing to tolerate.

The goal of this research is to identify the real point of origin of an attack with a degree of high certainty.  To achieve this goal, ARDA seeks technical solutions addressing the significant anonymity afforded an adversary by the Internet protocols used in today’s networks to include “proxy” and “anonymizer” services providing unique pseudonyms for communication.  

ARDA seeks attribution both in terms of cyberspace coordinates (specific computer unique identification) as well as physical coordinates – known as geolocation.  Geo-location in the context of this BAA is defined as the capability to provide a rough estimate of the physical location of the source of an attack.

ARDA is interested in advanced technologies using the properties of the Internet protocols and the networked system itself to reliably and with a high degree of confidence, locate the source of an attack.  The goal of this research is to create techniques, experiential data and metrics for tools that can locate the source of an attack.  

There are four levels of useful attack attribution: (1) to the specific hosts involved in the attack; (2) to the primary controlling host; (3) to the actual human actor; (4) to a higher organization with a specific purpose to the attack.  For the purposes of this BAA, research should focus on levels 1 through 3.  Level 4 attribution is a matter for traditional intelligence processes.  Appendix B provides an example of how these four levels relate to attack attribution.
The Government is interested in attribution techniques that work against the entire spectrum of attacks that could be used against the IC information systems and networks including integrity attacks and confidentiality attacks.  Techniques should also cover the gamut of mechanisms that adversaries might use to avoid being tracked, including masquerading, multi-hop attacks through unwitting users, dead-letter drop boxes, and covert communication of both command signals (in files, data packets, etc.) and data.

Approaches which require small amounts of manpower and expertise are preferred.  Autonomous capabilities are encouraged.  

Specific Research Subtopics
Detecting Adversary Cyber Command and Control Systems

· ARDA seeks innovative approaches to detecting the adversary command and control structures for multistage cyber attacks.  Approaches are sought which can detect control messages going out from the attacker to all the computer hosts involved in an attack (such as the messages sent to zombies in Distributed Denial of Service attacks).  Detection of adversary control subsystems is difficult because the control signals tend to be remote from the targeted system in networks that are not necessarily under the defender’s direct control.

Tracing Adversaries Through Non-Cooperating Networks

· Tracing attacks through non-cooperating networks is required to achieve level 3 attribution.  ARDA seeks new approaches to trace attack manifestations (network data packets, for example) through non-cooperating networks.  Identification of intermediate nodes within non-cooperative systems is also within scope.

Attribution Reaction Planning and Execution

· Attribution will likely require complex multistage plans on the defenders part that will need to be monitored and adjusted for changes as events unfold.  A library of possible actions is needed to provide a range of possible options.  ARDA seeks new ideas in planning attribution traces and the tools that would be needed to plan and execute such plans.

Other Areas of Interest

· Advanced packet seeding/tracing techniques

· Tools to identify the Internet hops (stepping stones) used to relay the packet(s) in question

· Tools to identifying probable point of origin without identifying each stepping stone

· Automated and non-interactive network traffic correlation techniques that would assist in attack attribution

· An assessment of traceback techniques, to include a comparison and contrast of current approaches

· Advanced router design for packet capture and/or analysis that will assist in attack attribution

(3)  High Assurance for IC Information Infrastructure

General Research Interest

The IC information infrastructure has a large number and variety of different GOTS and COTS components to include data, voice, and video networks, databases, collection and reporting systems, and storage and retrieval systems.  The assurance properties of these components are not completely understood and consequently it is difficult to assess the security risk and vulnerabilities of specific components or a group of components.  On the other hand, the nation’s security is dependent on the availability, integrity, and confidentiality of sensitive information within the IC information infrastructure.

The goal of this research is to make the IC information infrastructure inaccessible to even the most determined adversary and to assure the availability and accuracy of the IC information systems and networks against attacks by the most sophisticated adversary.  This goal needs to be achieved despite the IC dependence on commercial hardware and software.  In some cases, solutions may require unique security architectures and specialized components.  Although technology alone cannot solve all the problems in securing the IC information infrastructure, the focus of this research is limited to technical solutions, including those addressing the weak security of commercial components and networks.

Specific Research Subtopics
Advanced High Assurance Architecture and Design

· Create high-trust, high-assurance IC architectures that can accommodate technologies that are constantly evolving and often incompatible across different vendor implementations.  These architectures should have the following properties:

· Use a mix of highly assured components and unsecured components that were not specifically designed for a highly secure infrastructure;

· Guarantee a minimum level of secure operational performance from components within the IC information infrastructure even when the components are under malicious attacks;

· Enable sharing of sensitive IC information among those individuals and organization with a legitimate need for the information;

· Enable dynamic trust relationships within the U.S. IC and with ad hoc coalition partners with whom the U.S. needs to share and exchange sensitive information;

· Protect IC cyber assets from mobile code and malicious code that may be hidden within commercial software (operating systems and applications software), including vendor-provided updates to such software at any point in its life-cycle.

· Create technology to derive, verify, and track interdependencies of the various components in the IC information infrastructure

· Innovative techniques to create complete and sound assurance arguments for the information assurance properties of a system

Next Generation High Assurance Functionality

· Technologies defending the IC information infrastructure against mobile code and malicious software that may be hidden within commercial software to include vendor provided updates at any point in the commercial software life cycle

· Create new information assurance technologies for wireless devices and systems used in the IC information infrastructure

· Innovative new cover and deception technologies to ensure defensive mechanisms (such as super-encryption or other security techniques) do not make IC systems and data “stand out” as targets among the background in commercial networks

High Assurance Operations

· Create new techniques for measuring the security properties of IC information infrastructure components and visualization tools that change in real time as the defensive posture of components within the IC information infrastructure change.

(4)  New Defensive Concepts

General Research Interests

Significantly new concepts, architectures, and supporting technologies are needed to enhance the collaboration between those who are defending IC assets and those within the IC who have intelligence useful in defending IC assets.  This is not a new concept; conventional warfare requires good intelligence to support its planning and operations.  In conventional warfare, intelligence is needed to help assess the capability and intent of adversaries, to give advance knowledge of hostile planning, and to gain an understanding of the physical space where a potential air, land, and/or sea battle might take place.  These types of  intelligence requirements apply equally well in cyberspace.  In conventional warfare of defense, there is a mature, complex, and elaborate system set up to task, process, assess, and disseminate intelligence to those planning and performing defensive operations for the military.  It is a seamless, collaborative, and interactive system between the intelligence system and the defensive units.  A similar collaborative environment for cyber defense is evolving, but currently is very immature and is in need of new concepts, architectures, and supporting technologies.

Reactive and predictive responses to suspicious activities within the IC information systems and networks can significantly benefit from a seamless and collaborative interface between the intelligence and defensive communities.  When and where these interfaces exist, the process is manpower intensive and highly dependent on point solutions.  Opportunities for innovative collaboration between the intelligence and defensive disciplines within the IC need to be identified and developed.

Specific Research Subtopics:
To support this area of research, ARDA seeks new paradigms, imaginative supporting technologies and creative interactive processes including, but not limited to:

· Pushing detection and sensor technology farther out from traditional locations

· Creating capabilities (i.e., push – pull technologies) allowing defenders of information infrastructures to share and access intelligence on network activity, attack scenarios, attack attribution

· Defensive technologies that are dynamically adaptive to a perceived attack or threatening activity to include DoD’s new computer network defense response action

PROPOSAL PREPARATION INSTRUCTIONS:  

This announcement is an expression of interest only and does not commit the Government to pay for proposal preparation costs.  The cost of preparing proposals in response to this BAA is not considered an allowable direct charge to any resulting contract or to any other contract.  However, it may be an allowable expense to normal bid and proposal indirect costs as specified in FAR 31.205-18.  If a subcontract(s) with a Federally Funded Research and Development Center (FFRDC) is proposed, offerors are reminded of the limitations in their use (see FAR 35.017) and must provide documentation in the proposal that work is not otherwise available from the private sector.  Each proposal shall reflect the potential for commercial application and the benefits expected to accrue from this commercialization.  Technology transition efforts, partners, or plans should be explicitly discussed.  All data an offeror deems pertinent to the proposal shall be submitted with the proposal.

Discussions with any of the points of contact shall not constitute a commitment by the Government to subsequently fund or award any proposed effort.  Only Contracting Officers are legally authorized to commit the Government.

Offerors may submit proposals covering an 18 month base period of performance (Phase 1) and, as needed, an optional effort (Phase 2) covering an additional 12 month period of performance.  Proposals submitted with optional periods of performance will be evaluated on the basis of the base period and all options. An individual proposal may address only one of the four information assurance research areas identified above.  Multiple subtopics within a single research area may be addressed within a single proposal.  Multiple proposals, each covering a single  research area, may be submitted by a single offeror.  Proposals must also clearly identify the subtopic(s) within a research area the proposal is addressing.    However, where multiple research subtopics are addressed, separate technical, cost, and deliverable information must be provided for the work proposed.  Regardless of the security level of the effort proposed, unclassified proposals ONLY will be accepted and evaluated.  
Proposals shall consist of two volumes: Volume I - Technical/Management and Volume II - Cost.  The page format shall be 12 point or larger type, single-spaced, one inch margins, single sided, 8. 5 by 11 inch pages.  The page limitation for the technical/management proposal includes all information (i.e., figures, tables, graphics, charts, indices, photographs, foldouts, appendices, key personnel, resumes, etc.).  Unnecessarily elaborate brochures or presentations beyond that sufficient to present a complete and effective proposal are not desired.  The maximum total length of Volume I, Technical and Management, is thirty (30) pages and Volume II, Cost, is limited to ten (10) pages.  Offerors shall submit an original paper copy of each proposal and an electronic copy in Microsoft Word for Windows (Microsoft Excel for any spreadsheet submissions) format on 3.5 inch 1.4MB floppy diskette or CD-ROM by the closing date.  Proposals exceeding the maximum total length WILL NOT be considered.  

Electronic Proposal Format: Electronic proposals shall be made using Microsoft Word and Excel for Windows applications (compatible with Windows 95 through 98 or Windows XP).  Diskettes or CDs shall be clearly labeled, referencing BAA 03-03-FH, marked with the proposer’s organization and proposal title (short title recommended).  Hard copy and electronic media must be submitted together. If using Microsoft Word, embed any Microsoft PowerPoint graphics used.  Microsoft Word documents, with graphics as separate files, are NOT acceptable. Volumes I and II must each be contained within a single electronic file, i.e., a single file containing all of Volume I and a second single file containing all of Volume II.  All electronic media must be verified virus-free by using an up-to-date, reputable virus detection utility, such as Norton or McAfee anti-virus software, and so noted on the diskette or disk label.   

Number of Copies: 2 Copies of each proposals shall be submitted (one must contain original signatures) and an electronic copy of both Volumes I and II.  

Information or data contained in a full proposal deemed proprietary by the offeror should be clearly marked.  The offeror must mark the proposal with a protective legend in accordance with FAR Part 15.6, Use and Disclosure of Data, (modified to permit release to outside evaluators retained by either ARDA or the Department of the Interior, National Business Center, Acquisition Support Division, Southwest Branch, Fort Huachuca) if protection is desired for proprietary or confidential information.

FORMAT:

Volume I – Technical and Management - Volume I shall be no longer than 30 pages in length. Foldouts will be counted as a single page and must be no larger than 11 x 17 inches.  The Cover page will not be counted against the page limit provided it contains no substantive text.  Offerors are encouraged to submit concise, but descriptive, technical proposals.

Cover Sheet:  The Cover Sheet provided at Attachment 1 of this document shall be completed by the offeror and submitted with the proposal.  Include the cover sheet at the beginning of the file containing Volume I.  All information requested must be provided.  The CAGE, DUNS/CEC, and TIN codes provided shall be those of the offeror and not of the principal place of performance, if the two are different.

Part I:  Summary of Proposal.  This section shall provide an overview of the proposed work, as well as introduce associated technical and management issues.  This section shall provide a technical description of the project in sufficient detail to provide clear, quantifiable technical objectives and a technical approach with a project schedule showing definite decision points and endpoints.  In a manner of the offeror's choosing, this Part should provide a succinct description of the uniqueness and benefits of the proposed project.  Proposers must address:

     A. Innovative claims for the proposed research.  (Include in this part all proprietary claims to results, prototypes, intellectual property, or systems supporting and/or necessary for the use of the research, results, and/or prototype.  If there are no proprietary claims, this should be stated.)

     B. Deliverables, which should include demonstrations, associated with the proposed research, and any plans and capabilities to accomplish technology transition and commercialization.  Plans for dual-use capability or technology transfer plans, such as teaming partnerships or other plans leading to commercialization of technology developed as a result of these projects should be addressed in detail in this subsection.


     C. Schedule and milestones for the proposed research, including overall estimates of cost for each task.  A one-page graphic illustration that depicts major milestones of the proposed effort arrayed against the proposed time and cost estimates must be included.  Each milestone depicted shall have a corresponding Work Breakout Schedule (WBS) element in the proposed statement of work.

     D. Brief discussion of the Technical rationale, technical approach, and constructive plans for accomplishment of technical goals.

     E. A clearly defined organization chart for the program team with brief biographical sketches of key personnel.

Part II: Detailed Proposal Information.  This part shall provide the detailed, in depth discussion of the proposed research.  Specific attention must be given to addressing both the risks and payoffs of the proposed research making it desirable to pursue. This Part shall provide:

     A. Statement of Work (SOW), describing the effort’s scope, the specific tasks to be performed and their associated schedules and relationship to the technical topic and associated thrust areas, described above.  At a minimum, the statement of work shall consist of the following sections:

· Scope—a statement as to what the SOW covers; objectives and goals and major milestones for the effort.  Key elements are task development and deliverables.

· Task/technical requirements—a description of tasks, representing the work to be performed, developed in an orderly progression and in enough detail to establish the feasibility of accomplishing the overall program goals.  The overall effort should be grouped into major tasks and identified in a work breakdown structure (WBS)-like numbering system.  Proposed costs shall have a one-to-one correlation to this reporting structure, which shall be depicted in the cost volume.

     B. A description of the results, products, transferable technology and potential transition customers expected from the project must be included.

     C. Detailed Technical rationale supporting the approach employed.  The technical rationale should clearly show why the proposed technical approach is expected to achieve the stated purpose within the proposed cost and time schedule. The rationale shall also describe the rationale for the claims and deliverable products outlined elsewhere in the proposal. Show how past/current performance justifies an award in this technical area.

     D. Comparison with other ongoing research, highlighting the uniqueness of the proposed effort/approach and differences between the proposed effort and current state-of-the-art clearly stated.  Identify the advantages and disadvantages of the proposed work with respect to potential alternative approaches.

     E. Discussion of offeror's previous accomplishments/work in this or closely related research areas.

     F. Description of the facilities that would be used for the proposed effort.  If any portion of the research is based on the use of Government-owned resources of any type, the offeror shall specifically identify the property or other resource required, the date the property or resource is required, the duration of the requirement, the source from which the resource will be obtained, if known, and the impact on the research if the resource cannot be provided.  If no Government-furnished property is required for conduct of the proposed research, this section shall consist of a statement to that effect.

     G. Detailed description of the support, including formal teaming agreements, required to execute the offeror's proposal.  Discussion of Teaming relationships should include the programmatic relationship of team members; the unique capabilities of team members; the task responsibilities of team members; the teaming strategy among the team members; the key personnel along with the amount of effort to be expended by each person during each year.

     H.  A management approach describing the overall plan to manage this effort, including brief discussions of total organizations, use of personnel, relationships among project/function/subcontractors, Government research and facility interface, and planning, scheduling and control practices.

     I.  A summary of any proprietary claims to results, prototypes, or systems supporting and/or necessary for the use of the research, results and/or prototype must be included. If there are no proprietary claims this section shall consist of a statement to that effect. In addition, and where appropriate, Volume I shall contain information concerning the identification and assertion of use, release, or disclosure restrictions and technical data or computer software previously delivered to the Government.

    J.  A recommendation shall be included on the manner in which the offeror's work should be handled, if security classification is required, along with a supporting rational.  Offerors should also include a brief description of the capabilities they possess to work on classified development activities.  As appropriate, some project activities may later be identified as classified.  Offerors should comment on their willingness to participate, if asked to develop at a classified level.

Part III, Additional Information.  This part shall include a brief bibliography of relevant technical papers and research notes (published and unpublished) which document the technical ideas upon which the proposal is based.  This section shall not count towards the total page count of the volume. This material will be used at the discretion of evaluators, to enhance their understanding of relevant related work.  It should not be used in place of the above required information.  When providing published work, the font/formatting requirements established for this volume do not apply.  

Volume II: Cost.

Part 1: Cover Sheet.  The Proposal Pricing Sheet at Attachment 2 shall be completed and submitted with each offer.  This form shall not count to the page limitation of this section.

Part 2:  Cost Summary.  This section shall include:

     A.  A one-page cost and fee summary correlating with the milestones summary and schedule portion of the technical proposal.

     B.  Detailed cost summary shall be provided for the entire program, supported by breakdowns, as follow:

· By tasks/subtasks, correlated to Volume I, Statement of Work Task Technical Requirements (cost detail reporting shall have a one-to-one correlation to the structure of the SOW and the WBS).

· Labor hours by labor category

· Materials by vendor quotes and purchase history

· Subcontractors and consultants

· Travel

· Other direct and indirect costs

Part 3: Supporting Cost and Pricing Information.  This part shall include supporting cost and pricing information in sufficient detail to substantiate the summary cost estimates in Part 2 above.  Costs for subcontracts having 20% or more of the total value of the work must be substantiated to the same level of detail as the costs of the offeror.

If the technical proposal recommends development in a classified environment, please identify either the portion of costs associated with the classified requirement or how much additional cost would be required to operate in a classified development environment.

All proposals shall be handled as competitive information; contents will be disclosed only for the purposes of evaluation and only to members of the source selection panel.  

The Government intends to use consultants and/or contractors to assist in evaluating the proposals. These personnel will have signed, and will be subject to, the terms and conditions of non-disclosure agreements.  By submission of its proposal, an offeror agrees that its proposal information may be disclosed to the aforementioned personnel for the limited purposes stated above.  However, only the Government will make final award determinations under this BAA. 

PROPOSAL SUBMISSION:  Proposals are due on or before 4:00 PM, Mountain Standard Time, 3 Jun 2003 to the Department of the Interior, National Business Center, Acquisition Support Division, Southwest Branch, Post Office Box 12924, ATTN: BAA 03-03-FH (G. Golden), Fort Huachuca, Arizona, 85670-2924.  Proposals must be submitted in accordance with the requirements and procedures identified in the BAA and this PIP.  To be considered, full proposals (in original, one copy, and electronic media) must be received.   For overnight package delivery, proposals should be addressed to the Department of the Interior, National Business Center, Acquisition Support Division, Southwest Branch, ATTN: BAA 03-03-FH (G. Golden), Bldg. 22208 Auger St, Fort Huachuca, Arizona 85613-6000.  Proposals submitted by fax or electronic mail are not acceptable and WILL NOT BE CONSIDERED.  Proposals and/or proposal modifications received after the proposal submission closing date and time will be handled IAW FAR 15.208. Proposals not adhering to the form and format required by this BAA WILL NOT BE CONSIDERED.  The Government anticipates completing the evaluation process within 90 days after receipt of each proposal.    

PROPOSAL SELECTION CRITERIA

Proposals will be selected through a technical/scientific/business decision process with technical and scientific considerations being most important.  Evaluations will be performed using the following criteria listed in descending order of relative importance.  Each period of the effort (base and options) must demonstrate these contributions independently and collectively.  Proposals unresponsive to the Technical and research areas addressed in the BAA will not be fully evaluated and will not be considered for award.  
1.  Overall scientific and/or technical merit, including technical feasibility, degree of innovation, understanding of the technical and operational approach, and experimental approach.  If a proposal lacks overall scientific and/or technical merit, it will not be further considered for award.  

2.  The effort’s potential contributions to the Intelligence Community’s Information Assurance efforts.  

3. Cost reasonableness and realism.  

4.  The offeror’s capabilities, related experience, facilities, techniques, or unique combinations of these, which are integral, factors for achieving proposal objectives.  

5.  Qualifications, capabilities, and experience of key personnel.  

6. The offeror’s record of present and past performance.

Awards under this BAA will be made to responsible offerors on the basis of the evaluation criteria above and a BEST VALUE approach to the Government.  Awards will be subject to the availability of funds.  Awards may take the form of a procurement contract, grant, or cooperative agreement, depending upon the nature of the work proposed, the required degree of interaction between parties, and other factors. 

The Government reserves the right to select for award all, some, or none of the proposals received and to incrementally fund any award instrument.  The Government also reserves the right to fund all or any part of a proposal evaluated as eligible for award.  Awards are subject to the availability of Government funds.

APPENDIX A: Intelligence Community’s Advanced Research and Development Activity (ARDA) for Information Technology 

ARDA (http://www.ic-arda.org/) is a joint Department of Defense and Intelligence Community organization that was established in December 1998. While the ARDA office is organizationally part of the National Security Agency, ARDA's mission is to incubate revolutionary Research and Development (R&D) activities within the broad field of Information Technology for the shared benefit of the Intelligence Community. In order to satisfy this mission, ARDA, in close cooperation with its Intelligence Community partners, originates and manages advanced R&D programs that:

1. Will have fundamental impact on future Intelligence Community operational needs and

strategies;

2. Demand substantial, long-term venture investment to spur risk-taking;

3. Progress measurably toward mid-term and final goals; and

4. Take many forms and employ many delivery vehicles.

This BAA has been developed under ARDA's guidance and direction by representatives from a

number of Intelligence Community Agencies that include NIMA, the Central Intelligence

Agency (CIA), the Defense Intelligence Agency (DIA), the National Reconnaissance Office

(NRO) and the National Security Agency (NSA). The Department of Interior, National Business Center, Acquisition Services Division, Southwest Branch, Fort Huachuca, AZ has agreed to issue the solicitation. The evaluation of proposals, the selection of awardees, the execution of the resulting contracts, and the overall management of the proposals awarded from this BAA will be accomplished under the guidance and direction of ARDA.

Appendix B: Attack Attribution Example

For example, say Kuraq pays a mercenary named John Smith to run a Distributed Denial of Service Attack against on a U.S. target.  From his home computer in Namibia, John Smith then uses hacker scripts to compromise 15 hosts to act as attack controllers.  Each of those attack controllers then breaks into 100 hosts to act as zombies in the attack.  Then say the attack is run.  If we can trace the attack back to the 1500 zombies, we would call this level 1 attack attribution.  Such attribution is potentially useful in partially thwarting this particular instance of the attack by shutting down those hosts.  If we can then trace back to the attack controllers behind each of the zombies, then we call that level 2 attack attribution.  Such attribution is more useful because we discover the attackers command and control network and can thwart the attack at the source.  If we can trace all the way back to the computer that created the attack controllers and can associate that computer with the actions of its human owner (John Smith), then we call this level 3 attribution.  Level 3 attribution is useful both technically in thwarting the attack at its origin and helpful in catching the human who is doing the attacks so that he can be properly dealt with.  If we can then learn that John Smith actually works for Kuraq as a paid mercenary, then we call this level 4 attribution.  At level 4, we have a sense of who is really behind the attacks and can begin to understand the possible strategic goals of the attack.  
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1.  Company/Agency Information:
(Company/Agency Name)

(First Line of Address)
(Street Address)
(City)






(State)


(Zip Code)

2.  Company/Agency Point of Contact Information:
(POC Name)





(POC Title)


(POC Telephone and FAX Nos. (Include Area Code))
(POC e-mail)

3.  Type Of Contract (Check One):

 FFP


 CPFF


CPAF


 FPI


 CPIF


 Other (Specify)

4.  Proposed Cost (A + B = C):
4.a. Cost


4.b. Profit/Fee

4.c. Total

5.  Performance:

5.a. Place (1) 






5.b. Period (1) 





  (2) 







    (2) 





6.  Line Item Costs  (List and reference the identification, quantity and total price proposed for each contract line item.  A line item cost breakdown supporting this recap is required unless otherwise specified by the Contracting Officer.  Continue on reverse, and then on plain paper, if necessary.  Use same headings.)

6.a. Line No.
6.b. Identification



6.c. Quantity
6.d. Price
6.e. Prop. Pg. No.
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7.  Provide the Following (If available):
(Name of Contract Administration Office)


(Name of Audit Office)

(City)


(State)

(Zip Code)

(City)


(State)

(Zip Code)

(Telephone (Include Area Code))



(Telephone (Include Area Code))

8.  Will you require the use of any Government property in the performance of this work?            Yes            No

9.  Do you require Government contract financing to perform this proposed contract?            Yes            No

Type of financing (Check One)           Advanced Payments            Progress Payments            Guaranteed Loans

10.  Have you been awarded any contracts or subcontracts for the same or similar items within the past 3 years?

        Yes
        No  (If “Yes,” identify items(s), customer(s) and contract number(s) on reverse of form.)

11.  Is this proposal consistent with your established estimating and accounting practices and procedures and FAR Part 31, Cost Principles?            Yes            No     (If “No,” explain on reverse of form.)

12.  Cost Accounting Standards Board (CASB) Data  (Public Law 91-379 as amended and FAR Part 30)

12.a. Will this contract action be subject to CASB regulations?           Yes            No

(If “No,” explain on reverse of form.)

12.b. Have you submitted a CASB disclosure statement (CASB DS-1 or 2)?            Yes           No

(If “yes,” specify in proposal the office to which submitted and if determined to be accurate.)
12.c. Have you been notified that you are or may be in compliance with your disclosure statement or cost

accounting standards?            Yes            No    (If “Yes,” explain in proposal.)

12.d. Is any aspect of this proposal inconsistent with your disclosed practices or applicable cost accounting

standards?             Yes           No    (If “Yes,” explain in proposal.)

This proposal is submitted in response to BAA 03-03-FH and reflects our estimates and/or actual costs as of this date and conforms to the instructions in FAR15.804-6(b)(1), and Table 15-2.  By submitting this proposal, the offeror, if selected for negotiation, grants the contracting officer and authorized representatives(s) the right to examine, at any time before award, those records which include books, documents, accounting procedures and practices, and other data regardless of type and regardless of whether such items are in written form, in the form of computer data, or whether such supporting information is specifically referenced or included in the proposal as the basis for pricing, that will permit an adequate evaluation of the proposed price.

13.  Name (Typed)


14.  Title


15.  Company/Agency Name
16.  Signature







Date


PAGE  

