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GENERAL

The information provided in this pamphlet, in addition to that provided in the Federal Business Opportunities (FedBizOps) Announcement, BAA 03-02-FH, constitutes a Broad Agency Announcement (BAA) as contemplated in FAR 6.102 (d) (2) (i).

All administrative correspondence and questions concerning this BAA must be directed, in writing, to one of the administrative addresses, as follows:

Contracting Officer: Ms Gloria Golden




Department of the Interior




National Business Center




Acquisition Services Division, Southwest Branch




PO Box 12924




ATTN:  BAA 03-02-FH (G. Golden)




Fort Huachuca, Arizona  85670-2924




Voice:  520-538-0411




Fax:  520-533-1600




Email:  Gloria_M_Golden@nbc.gov

Internet Web Site:
http://www.nbc.gov/insider.cfm.  

The Department of the Interior, National Business Center, Acquisition Services Division, Southwest Branch, Fort Huachuca intends to use electronic mail for most technical and administrative correspondence regarding this BAA.  Technical and contractual questions should include the originator’s full name and return e-mail address in the text.  Questions and answers will be posted to the solicitation home page, URL http://www.nbc.gov/insider.cfm.  
Written requests for information concerning this BAA may be sent by, as follows:

By facsimile:

520-533-1600, addressed to ATTN: BAA 03-02-FH INFORMATION  (G. Golden)

By surface mail (USPS):

Department of the Interior


National Business Center


Acquisition Services Division, Southwest Branch


PO Box 12924


ATTN:  BAA 03-02-FH (BAA INFORMATION, G. Golden)


Fort Huachuca, Arizona 85670-2924

By overnight delivery service:

Department of the Interior


National Business Center


Acquisition Services Division, Southwest Branch


Building 22208, Auger Avenue


ATTN:  BAA 03-02-FH (BAA INFORMATION, G. Golden)


Fort Huachuca, Arizona 85670-2924


520-538-0411

If e-mail is not available, please direct questions to one of the above addresses.  These requests must include the name, address, phone number, and email address of a point of contact at the asking organization.

BACKGROUND

The Advanced Research and Development Agency seeks innovative solutions to mitigate the insider threat to Intelligence Community systems and networks.  Defending against an insider who attempts to abuse his computer privileges is one of the most critical problems facing the INFOSEC (Information Security) segment of the Intelligence Community (IC), because the damage inflicted is potentially catastrophic.

ARDA defines insider threat as the potential damamge to the interests of an organization done by a person regarded as loyally working for or on behalf of the organization.  The insider threat scope, in the context of the solicitation, is limited to threats posed to assets within automated information systems (computer systems and their networks).  Within such a computing environment, and organization’s interests can be embodied in both implicit and explicit security policies.  Therefore, insider threat can be more narrowly defined as the potential violation of system security policy by an authorized user.  Although policy violations can be the result of carelessness or accident, the core concern within this context is behavior driven by deliberate and intended actions, e.g., malicious exploitation or destruction of data.

The degree of sophistication of an insider can vary greatly, from novice to someone possessing significant skill and experience.  Similarly, the privileges an insider can possess may range from those of a normal user to powers of a system administrator applicable across most of a computing environment.  Note this solicitation limits the definition of insider threat to human users.  It does not include malicious software that has made its way into an organization’s network and systems, unless that software was introduced by a member of the organization (the threatening “insider”). 

This BAA focuses on one aspect of the insider threat problem: document control.  We select this application domain to create focus and to highlight particular importance and relevance to the Intelligence Community.  Such focus will allow concentrated effort on a smaller part of a difficult problem and might allow specialized approaches that could be overlooked in a search for generic approaches to the insider threat problem.

OBJECTIVES

Proposals are invited for innovative demonstratable document control solutions to mitigate the insider threat.  Technologies are sought which will advance the state-of-the-art.  Commercial technology may be leveraged wherever possible, however, efforts largely engineering in nature or representing incremental improvements to existing capabilities will not be funded.  However, teaming arrangements formed between those with products or advanced prototypes and those in the research community are encouraged.  

Technologies sought under this solicitation must be highly resistant to subversion or circumvention by a sophisticated insider.  Respondents must demonstrate confidence in the effectiveness of their solution to resist attack through assurance arguments addressing techniques, processes, methodologies, etc., they have employed. 

Regardless of specific technology employed, successful document control solutions will demonstrate several basic desirable features:

· Ease of use:  User interfaces should be easy to use and free of internal complexities.  Complexity in the user interface fosters disuse and/or potential security breaching work-arounds.

· Operational Transparency: Solutions should minimize the visibility of document protection and tracking mechanisms, thereby complicating user formulation of breaching strategies.

· Portability:  Document protection should be effective across a broad spectrum of platforms and technologies within the insider environment, e.t., XML-based web services, client-server, wireless environments, etc.

· Agility:  Solutions should be capable of dynamically accommodating a potentially fast-changing security environment, including changes to threat conditions, mission imperatives and personnel status.

· Self-Protection:  Although ARDA recognizes the inherent security interdependencies among various system components (applications, services, kernel-level processing, etc.), solutions should be as self-protecting as possible to minimize their dependency on external components.

ARDA understands applications such as document control rest in infrastructures including middleware, operating systems, hardware devices, and network services.  In turn, the assurance arguments for the viability of any approach for the application domain rest on the assurance argument for the properties of the underlying infrastructure.  While this solicitation is not interested in general research on infrastructure security mechanisms, we do seek advancement in infrastructure mechanisms supporting the prevention, detection, and recovery from attacks against the document control system application and the underlying system supporting that  document control system.

SCOPE

Up to $5M of research funding for universities and industry may be available for these efforts.  Multiple awards are anticipated during Fiscal Year 2003.  Typical periods of performance for a base period will be 12 to 24 months, with the possibility of option years including final reports and/or demonstrations. Individual awards for a base period are expected to be in the range of $500K to $750K with possible option year awards bringing the total to in excess of one million ($1M) dollars.  Awards totaling up to five million dollars ($5M) over two years are expected from this BAA.  

ARDA intends to release other BAAs in the future addressing related topics.

TECHNICAL AND RESEARCH AREAS

The Advanced Research and Development Agency is interested in innovative solutions mitigating the inside threat to Intelligence Community systems and networks.  The BAA solicits proposals in three topic areas:  Trustworthy Document Control, Infrastructure Support, and Modeling the Insider.  Proposals addressing topic areas outside the three identified technical topic areas will be considered, but must address the basic concerns for document control to mitigate insider threat as articulated in the BAA.   Proposals unresponsive to the Technical and research areas addressed in the BAA will not be fully evaluated and will not be considered for award.  

· Trustworthy Document Control:  ARDA seeks research culminating in the creation of a document control system with the following properties:

· Originator Control:  Document transactions can be controlled at all times by its originator.  In this context, “originator” is defined as an individual or group of individuals who wons a document and is authorized to establish or modify document permissions.  Note neither possession nor creation of a document implies ownership.  Document transactions can include read, write, modify, open, print, copy, distribute and destruct.  Other desired capabilities include, but are not limited to:  document self-destruction, transaction limits (e.g., self-destruct after one read), and man-in-the-loop (semi-automatic) capability for selected transactions.

· Audit and Tracking:  Evidence of any document transaction, both successful and unsuccessful, must be recorded to the granularity of individual users and document instances.  Capabilities will also support real time audit, post-compromise forensic analysis, and the status of a specific document of interest, e.g., number and location of document instances, current permission set, number and type of transactions, etc. 

Component technologies used to produce such a document control system, such as cryptographic subsystems, are welcome as proposals, but integrated solutions are preferred.  Whether a component or integrated system is proposed, a convincing assurance argument must be made the system will achieve the protection properties sought.  Proposals will be judged not only on the basis of the claimed effectiveness of the technology and mechanisms created but also by the level of assurance claimed, through the assurance argument, achievable.

· Infrastructure Support:  ARDA seeks research into technology and mechanisms supporting the creation of protected applications such as the document control system described in the first part of the solicitation.  Mechanisms detecting, preventing or recovering from attacks on the application or the infrastructure itself are sought.  We are particularly interested in reusable building block, assurable mechanisms supporting the development of controlled applications helping thwart insider attacks.  Desired capabilities include:

· Tamper resistance of security controls and audit functions

· Integrity of associated document processes, data, and metadata

· Strong persistent authentication for all accesses (e.g., biometrics)

· Ensuring least privilege in granting permissions

· Policy translation techniques

· Policy configurable design

· Dynamic updating of document permissions

· Effective document removal (e.g., not physically recoverable once permission revoked)

· Modeling the Insider:  ARDA seeks models of insider behavior capturing both authorized and unauthorized activity.  For example, such models should include techniques, processes, methodologies, etc., employed during previous attacks.  Models should be able to rank potential risks, given a value of each document  targeted by a given method.  These models should combine such capabilities in a way that can assess likely target document and hypothesize opportunistic periods and/or scenarios for compromise.  Such a model should be extensible to allow addition of data and evaluation/modeling processes.  The models shall be constructed to be useful to detect unauthorized activity and to predict the course of a multi-stage attack so as to inform appropriate defensive actions.

PROPOSAL PREPARATION INSTRUCTIONS:  This announcement is an expression of interest only and does not commit the Government to pay for proposal preparation costs.  The cost of preparing proposals in response to this BAA is not considered an allowable direct charge to any resulting contract or to any other contract.  However, it may be an allowable expense to normal bid and proposal indirect costs as specified in FAR 31.205-18.  If a subcontract(s) with a Federally Funded Research and Development Center (FFRDC) is proposed, offerors are reminded of the limitations in their use (see FAR 35.017) and must provide documentation in the proposal that work is not otherwise available from the private sector.  Each proposal shall reflect the potential for commercial application and the benefits expected to accrue from this commercialization.  Technology transition efforts, partners, or plans should be explicitly discussed.  All data an offeror deems pertinent to the proposal shall be submitted with the proposal.

Discussions with any of the points of contact shall not constitute a commitment by the government to subsequently fund or award any proposed effort.  Only Contracting Officers are legally authorized to commit the Government.

Offerors may submit proposals covering a 12 to 24 month period of performance.  Proposals submitted with optional periods of performance will be evaluated on the basis of the base period and all options. Offerors may submit a proposal addressing multiple areas of interest if a strong interrelationship exists between multiple technical topic areas and a single proposed development effort or technology.  If not, offerors may submit multiple proposals defining separate projects for each topic area.  Regardless of the security level of the effort proposed, unclassified proposals ONLY will be accepted and evaluated.  
Proposals shall consist of two volumes: Technical/Management and Cost.  The page format shall be 12 point or larger type, single-spaced, one inch margins, single sided, 8. 5 by 11 inch pages.  The page limitation for the technical/management proposal includes all information (i.e., figures, tables, graphics, charts, indices, photographs, foldouts, appendices, key personnel, resumes, etc.).  Unnecessarily elaborate brochures or presentations beyond that sufficient to present a complete and effective proposal are not desired.  The maximum total length of Volume I is thirty (30) pages and Volume II, Cost to five (5) pages.  Offerors shall submit an original paper copy of each proposal and an electronic copy in Microsoft Word for Windows (Microsoft Excel for any spreadsheet submissions) format on 3.5 inch 1.4MB floppy diskette or CD-ROM by the closing date.  Proposals exceeding the maximum total length WILL NOT be considered.  

Electronic Proposal Format: Electronic submission of proposals shall be made using Microsoft Word and Excel for Windows applications (compatible with Windows 95 through 98).  Diskettes shall be clearly labeled, referencing BAA 03-02-FH, marked with the proposer’s organization and proposal title (short title recommended).  Hard copy and electronic media must be submitted together. If using Microsoft Word, embed any Microsoft PowerPoint graphics used.  Microsoft Word documents with graphics as separate files, are NOT acceptable. All electronic media must be verified virus-free by using an up-to-date, reputable virus detection utility, such as Norton or McAfee anti-virus software, and so noted on the diskette or disk label.   

Number of Copies. Proposals shall be submitted as an original paper copy and an electronic copy of both Volumes I and II.  

Information or data contained in a full proposal deemed proprietary by the offeror should be clearly marked.  The offeror must mark the proposal with a protective legend in accordance with FAR Part 15.6, Use and Disclosure of Data, (modified to permit release to outside evaluators retained by either ARDA or the Department of the Interior, National Business Center, Acquisition Support Division, Southwest Branch, Fort Huachuca) if protection is desired for proprietary or confidential information.

FORMAT:

Volume I – Technical and Management - Volume I shall be no longer than 30 pages in length. Foldouts will be counted as a single page and must be no larger than 11 x 17 inches.  The Cover page will not be counted against the page limit provided it contains no substantive text.  Offerors are encouraged to submit concise, but descriptive, technical proposals.

Cover Sheet:  The Cover Sheet provided at Attachment 1 of this document shall be completed by the offeror and submitted with the proposal.  All information requested must be provided.  The CAGE, DUNS/CEC, and TIN codes provided shall be those of the offeror and not of the principal place of performance, if the two are different.

Part I:  Summary of Proposal.  This section shall provide an overview of the proposed work, as well as introduce associated technical and management issues.  This section shall provide a technical description of the project in sufficient detail to provide clear, quantifiable technical objectives and a technical approach with a project schedule showing definite decision points and endpoints.  In a manner of the offeror's choosing, this Part should provide a succinct description of the uniqueness and benefits of the proposed project.  Proposers must address:

     A. Innovative claims for the proposed research.  (Include in this part all proprietary claims to results, prototypes, intellectual property, or systems supporting and/or necessary for the use of the research, results, and/or prototype.  If there are no proprietary claims, this should be stated.)

     B. Deliverables, which should include demonstrations, associated with the proposed research, and any plans and capabilities to accomplish technology transition and commercialization.  Plans for dual-use capability or technology transfer plans, such as teaming partnerships or other plans leading to commercialization of technology developed as a result of these projects should be addressed in detail in this subsection.


     C. Schedule and milestones for the proposed research, including overall estimates of cost for each task.  A one-page graphic illustration that depicts major milestones of the proposed effort arrayed against the proposed time and cost estimates must be included.  Each milestone depicted shall have a corresponding Work Breakout Schedule (WBS) element in the proposed statement of work.

     D. Brief discussion of the Technical rationale, technical approach, and constructive plans for accomplishment of technical goals.

     E. A clearly defined organization chart for the program team with brief biographical sketches of key personnel.

Part II: Detailed Proposal Information.  This part shall provide the detailed, in depth discussion of the proposed research.  Specific attention must be given to addressing both the risks and payoffs of the proposed research making it desirable to pursue. This Part shall provide:

     A. Statement of Work (SOW), describing the effort’s scope, the specific tasks to be performed and their associated schedules and relationship to the technical topic and associated thrust areas, described above.  At a minimum, the statement of work shall consist of the following sections:

· Scope—a statement as to what the SOW covers; objectives and goals and major milestones for the effort.  Key elements are task development and deliverables.

· Task/technical requirements—a description of tasks, representing the work to be performed, developed in an orderly progression and in enough detail to establish the feasibility of accomplishing the overall program goals.  The overall effort should be grouped into major tasks and identified in a work breakdown structure (WBS)-like numbering system.  Proposed costs shall have a one-to-one correlation to this reporting structure, which shall be depicted in the cost volume.

     B. A description of the results, products, transferable technology and potential transition customers expected from the project must be included.

     C. Detailed Technical rationale supporting the approach employed.  The technical rationale should clearly show why the proposed technical approach is expected to achieve the stated purpose within the proposed cost and time schedule. The rationale shall also describe the rationale for the claims and deliverable products outlined elsewhere in the proposal, with specific focus on how this approach provides value to modeling and simulation of Operations Other Than War. Show how past/current performance justifies an award in this technical area.

     D. Comparison with other ongoing research, highlighting the uniqueness of the proposed effort/approach and differences between the proposed effort and current state-of-the-art clearly stated.  Identify the advantages and disadvantages of the proposed work with respect to potential alternative approaches

     E. Discussion of offeror's previous accomplishments/work in this or closely related research areas.

     F. Description of the facilities that would be used for the proposed effort.  If any portion of the research is based on the use of Government-owned resources of any type, the offeror shall specifically identify the property or other resource required, the date the property or resource is required, the duration of the requirement, the source from which the resource will be obtained, if known, and the impact on the research if the resource cannot be provided.  If no Government-furnished property is required for conduct of the proposed research, this section shall consist of a statement to that effect.

     G. Detailed description of the support, including formal teaming agreements, required to execute the offeror's proposal.  Discussion of Teaming relationships should include the programmatic relationship of team members; the unique capabilities of team members; the task responsibilities of team members; the teaming strategy among the team members; the key personnel along with the amount of effort to be expended by each person during each year.

     H.  A management approach describing the overall plan to manage this effort, including brief discussions of total organizations, use of personnel, relationships among  project/function/subcontractors, Government research and facility interface, and planning, scheduling and control practices.

     I.  A summary of any proprietary claims to results, prototypes, or systems supporting and/or necessary for the use of the research, results and/or prototype must be included. If there are no proprietary claims this section shall consist of a statement to that effect. In addition, and where appropriate, Volume I shall contain information concerning the identification and assertion of use, release, or disclosure restrictions and technical data or computer software previously delivered to the Government. 

     J.  A recommendation shall be included on the manner in which the offeror's work should be handled, if security classification is required, along with a supporting rational.  Offerors should also include a brief description of the capabilities they possess to work on classified development activities.  As appropriate, some project activities may later be identified as classified.  Offerors should comment on their willingness to participate, if asked to develop at a classified level.

Part III, Additional Information.  This part shall include a brief bibliography of relevant technical papers and research notes (published and unpublished) which document the technical ideas upon which the proposal is based.  This section shall not count towards the total page count of the volume. This material will be used at the discretion of evaluators, to enhance their understanding of relevant related work.  It should not be used in place of the above required information.  

Volume II: Cost.

Part 1: Cover Sheet.  The Proposal Pricing Sheet at Attachment 2 shall be completed and submitted with each offer.  This form shall not count to the page limitation of this section.

Part 2:  COST SUMMARY.  This section shall include:

     A.  A one-page cost and fee summary correlating with the milestones summary and schedule portion of the technical proposal.  

     B.  Detailed cost summary shall be provided for the entire program, supported by breakdowns, as follow:

· By tasks/subtasks, correlated to Volume I, Statement of Work Task Technical Requirements (cost detail reporting shall have a one-to-one correlation to the structure of the SOW and the WBS).

· Labor hours by labor category

· Materials by vendor quotes and purchase history

· Subcontractors and consultants

· Travel

· Other direct and indirect costs

Part 3: Supporting Cost and Pricing Information.  This part shall include supporting cost and pricing information in sufficient detail to substantiate the summary cost estimates in Part 2 above.  Costs for subcontracts having 20% or more of the total value of the work must be substantiated to the same level of detail as the costs of the offeror.

If the technical proposal recommends development in a classified environment, please identify either the portion of costs associated with the classified requirement or how much additional cost would be required to operate in a classified development environment.

All proposals shall be handled as competitive information; contents will be disclosed only for the purposes of evaluation and only to members of the source selection panel.  

The government intends to use consultants and/or contractors to assist in evaluating the proposals These personnel will have signed, and will be subject to, the terms and conditions of non-disclosure agreements.  By submission of its proposal, an offeror agrees that its proposal information may be disclosed to the aforementioned personnel for the limited purposes stated above.  However, only the Government will make final award determinations under this BAA. 

PROPOSAL SUBMISSION:  Proposals are due on or before 4:00 PM, Mountain Standard Time, 1 Apr 2003 to the Department of the Interior, National Business Center, Acquisition Support Division, Southwest Branch, Post Office Box 12924, ATTN: BAA 03-02-FH (G. Golden), Fort Huachuca, Arizona, 85670-2924.  Proposals must be submitted in accordance with the requirements and procedures identified in this BAA..  To be considered, full proposals (in original) must be received.   For overnight package delivery, proposals should be addressed to the Department of the Interior, National Business Center, Acquisition Support Division, Southwest Branch, ATTN: BAA 03-02-FH (G. Golden), Bldg. 22208 Auger St, Fort Huachuca, Arizona 85613-6000.  Proposals submitted by fax or electronic mail are not acceptable and WILL NOT BE CONSIDERED.  Proposals and/or proposal modifications received after the proposal submission closing date and time will be handled IAW FAR 15.208. Proposals not adhering to the form and format required by this BAA WILL NOT BE CONSIDERED.  The Government anticipates completing the evaluation process by 1 May 2003.  

PROPOSAL SELECTION CRITERIA

Proposals will be selected through a technical/scientific/business decision process with technical and scientific considerations being most important.  Evaluations will be performed using the following criteria listed in descending order of relative importance.  Each period of the effort (base and options) must demonstrate these contributions independently and collectively.  Proposals unresponsive to the Technical and research areas addressed in the BAA will not be fully evaluated and will not be considered for award.  
1.  Overall scientific and/or technical merit, including technical feasibility, degree of innovation, understanding of the technical and operational approach, and experimental approach.

2.  The effort’s potential contributions to the Intelligence Community’s Information Security  (INFOSEC) efforts.  

3. Cost Reasonableness and realism.  

4.  The offeror’s capabilities, related experience, facilities, techniques, or unique combinations of these, which are integral, factors for achieving proposal objectives.  

5.  Qualifications, capabilities, and experience of key personnel.  

6. The offeror’s record of present and past performance.

The Government reserves the right to select for award all, some, or none of the proposals received.

BAA 03-02-FH 

INSIDER THREAT

BROAD AGENCY ANNOUNCEMENT (BAA)

PROPOSAL COVER SHEET

ATTACHMENT 1

BAA 03-02-FH 

Insider Threat

Broad Agency Announcment (BAA)

	Organization/Company
	

	CAGE Code
	

	DUNS/CEC Number
	

	TIN Number
	

	Type of Business
	

	Proposal Title and 

Identification Number
	

	Team Members/Type of Business
	


	Technical Area
	

	Principal Investigator Name
	

	Mail Address


	

	Phone Number
	

	Fax Number
	

	E-mail Address
	

	Administrative Contact Name
	

	Mail Address


	

	Phone Number
	

	Fax Number
	

	E-mail Address
	


	Proposal Duration
	

	Base Year
	$

	Option year 1
	$

	Total
	$


BAA 03-02-FH
Insider Threat

Broad Agency Announcement (BAA)

PROPOSAL PRICING SHEET

ATTACHMENT 2

BAA 03-02-FH
PROPOSAL PRICING SHEET

1.  Company/Agency Information:
(Company/Agency Name)

(First Line of Address)
(Street Address)
(City)






(State)


(Zip Code)

2.  Company/Agency Point of Contact Information:
(POC Name)





(POC Title)


(POC Telephone and FAX Nos. (Include Area Code))
(POC e-mail)

3.  Type Of Contract (Check One):

 FFP


 CPFF


CPAF


 FPI


 CPIF


 Other (Specify)

5.  Proposed Cost (A + B = C):
5.a. Cost


5.b. Profit/Fee

5.c. Total

6.  Performance:

6.a. Place (1) 






6.b. Period (1) 





  (2) 







    (2) 





7.  Line Item Costs  (List and reference the identification, quantity and total price proposed for each contract line item.  A line item cost breakdown supporting this recap is required unless otherwise specified by the Contracting Officer.  Continue on reverse, and then on plain paper, if necessary.  Use same headings.)

7.a. Line No.
7.b. Identification



7.c. Quantity
7.d. Price
7.e. Prop. Pg. No.

BAA 03-02-FH COST PROPOSAL PRICING SHEET (CONTINUED)

8.  Provide the Following (If available):
(Name of Contract Administration Office)


(Name of Audit Office)

(City)


(State)

(Zip Code)

(City)


(State)

(Zip Code)

(Telephone (Include Area Code))



(Telephone (Include Area Code))

9.  Will you require the use of any government property in the performance of this work?            Yes            No

10.  Do you require government contract financing to perform this proposed contract?            Yes            No

Type of financing (Check One)           Advanced Payments            Progress Payments            Guaranteed Loans

11.  Have you been awarded any contracts or subcontracts for the same or similar items within the past 3 years?

        Yes
        No  (If “Yes,” identify items(s), customer(s) and contract number(s) on reverse of form.)

12.  Is this proposal consistent with your established estimating and accounting practices and procedures and FAR Part 31, Cost Principles?            Yes            No     (If “No,” explain on reverse of form.)

13.  Cost Accounting Standards Board (CASB) Data  (Public Law 91-379 as amended and FAR Part 30)

13.a. Will this contract action be subject to CASB regulations?           Yes            No

(If “No,” explain on reverse of form.)

13.b. Have you submitted a CASB disclosure statement (CASB DS-1 or 2)?            Yes           No

(If “yes,” specify in proposal the office to which submitted and if determined to be accurate.)
13.c. Have you been notified that you are or may be in compliance with your disclosure statement or cost

accounting standards?            Yes            No    (If “Yes,” explain in proposal.)

13.d. Is any aspect of this proposal inconsistent with your disclosed practices or applicable cost accounting

standards?             Yes           No    (If “Yes,” explain in proposal.)

This proposal is submitted in response to BAA 03-02-FH and reflects our estimates and/or actual costs as of this date and conforms to the instructions in FAR15.804-6(b)(1), and Table 15-2.  By submitting this proposal, the offeror, if selected for negotiation, grants the contracting officer and authorized representatives(s) the right to examine, at any time before award, those records which include books, documents, accounting procedures and practices, and other data regardless of type and regardless of whether such items are in written form, in the form of computer data, or whether such supporting information is specifically referenced or included in the proposal as the basis for pricing, that will permit an adequate evaluation of the proposed price.

14.  Name (Typed)


15.  Title


16.  Company/Agency Name
17.  Signature




Date
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